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0U[LSSPNLUJL�HUK���+��
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JOHU[Z�[V�ZLHS�[OLPY�YPZR�
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[V�PUJYLHZPUN�JHZLZ�VM�
MYPLUKS`�MYH\K�^OLYL��
JOHYNLIHJRZ�HYL�\ZLK�HZ�
H�MVYT�VM�ZOVWSPM[PUN�HUK�
J\Z[VTLYZ�JSHPT�[OL`�UL]LY�
YLJLP]LK�NVVKZ�VY�ZLY]PJLZ�
ILJH\ZL�VM�I\`LY»Z��
YLTVYZL�

��+�:LJ\YL!���+�:LJ\YL�VY���
+VTHPU�:LJ\YL�PZ�H�JHYKOVSKLY�
H\[OLU[PJH[PVU�WYV[VJVS�MVY��
L*VTTLYJL�[YHUZHJ[PVUZ�VY�JHYK�
UV[�WYLZLU[��*57��W\YJOHZLZ�HUK�
JV]LYZ�����VM�<:�ZOVWWLYZ�HUK�
 ���JHYKOVSKLYZ�PU[LYUH[PVUHSS`�
HUK�OLSWZ�LSPTPUH[L�JOHYNLIHJRZ��0[�
OLSWZ�WYL]LU[�¸0�KVU»[�YLJVNUPaL¹�VY�
0�KPKU»[�KV�P[¹�JOHYNLIHJR�KPZW\[LZ�
MYVT�VJJ\YYPUN�

���6]LY�YLSPHUJL�VU�[OPZ�[VVS�
HSVUL�KVLZ�UV[�WYV]PKL��
HKLX\H[L�JV]LYHNL�HZ�
IHURZ�JOVVZL�[OL��
TLJOHUPZT�[OL`�KLLT�
HWWYVWYPH[L�PU�]LYPM`PUN�
[OL�H\[OLU[PJP[`�VM�[OL�
W\YJOHZLY��^OPJO�TH`�UV[�
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��+�:LJ\YL�PZ�H�ZVSPK��
M\UKHTLU[HS�ZLJ\�
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[OH[�OH]L�ILLU�[LZ[LK�
HUK�[VNNSLK�[V�TLL[�H�
TLYJOHU[»Z�ZWLJPÄJ�YPZR�
[OYLZOVSK�

3HJR�VM�JVTT\UPJH[PVU�
IL[^LLU�JHYK�PZZ\LYZ�HUK�
TLYJOHU[Z�TLHUZ�[YHUZHJ�
[PVUZ�Z\ZWLJ[LK�HZ�MYH\K�
HUK�JHYKOVSKLY�PUP[PH[LK�
KPZW\[LZ�ZUV^IHSS�PU[V�
JOHYNLIHJRZ�YH[OLY�[OHU�
WV[LU[PHSS`�ILPUN�H]VPKLK�
[OYV\NO�PZZ\LY�TLYJOHU[�
JVVWLYH[PVU�PU�HKKYLZZ�
PUN�[OL�PZZ\L��WYVJLZZPUN�H�
YLM\UK�VY�PZZ\PUN�H�JYLKP[��
\S[PTH[LS`�WYL]LU[PUN�[OL�
JOHYNLIHJR�

7VZ[�)PSSPUN�*OHYNLIHJR�(SLY[Z!�
0TTLKPH[L�UV[PÄJH[PVU�VM�JHYKOVSKLY�
KPZW\[LZ�MYVT�[OL�JHYK�0ZZ\LYZ�
OLSWZ�Z[VW�[OL�MYH\K\SLU[�ZOPWTLU[Z�
VM�VYKLYZ�ILMVYL�[OL`�ILJVTL�H��
SVZZ�HUK�NP]LZ�[OL�TLYJOHU[�HU�VW�
WVY[\UP[`�[V�YLZWVUK�[V�[OL��
KPZW\[L�HUK�YLZVS]L�[OL�PZZ\L��
ILMVYL�P[�ILJVTLZ�H�JOHYNLIHJR�

���4LYJOHU[Z�ZOV\SK�UV[�YLS`�
VU�PZZ\LY�HSLY[Z�HSVUL�HZ�
MYVU[�LUK�MYH\K�WYL]LU�
[PVU�[VVSZ�HYL�ULJLZZHY`�
[V�THPU[HPU�HU�HJJLW[HISL�
JOHYNLIHJR�YH[PV�

(\NTLU[PUN�MYH\K�
WYL]LU[PVU�[VVSZ�^P[O�
WYL�JOHYNLIHJR��
UV[PÄJH[PVUZ�HSSV^Z�
TLYJOHU[Z�[V�KPHS�IHJR�
MYVU[�LUK�MYH\K��
WYL]LU[PVU�[VVSZ���
KLJYLHZPUN�MHSZL��
WVZP[P]LZ�^OPSL��
YLZWLJ[PUN�[OL�SPTP[Z��
VM�[OL�YPZR�[OYLZOVSK�

-YH\KZ[LYZ�HYL�HISL�[V��
\ZL�Z[VSLU�JHYK�PUMVYTH[PVU�
[V�THRL�VUSPUL�W\YJOHZLZ�
^OLYL�VUS`�JHYK�PUMVYTH[PVU�
PZ�YLX\PYLK�MVY��
H\[OLU[PJH[PVU�

-HJPHS�9LJVNUP[PVU!�;OPZ�
[LJOUVSVN`�\ZLZ�[OL�SVJH[PVU��
KPZ[HUJL�HUK�YH[PVZ�VM�MLH[\YLZ��
Z\JO�HZ�L`LZ�HUK�LHYZ��VU�H��
WOV[VNYHWO�[V�JVTWHYL�[V��
YLMLYLUJL�KH[H�PU�VYKLY�[V�JVUÄYT��
H�WLYZVU»Z�PKLU[P[ �̀��

���4H`�YLX\PYL�\ZL�VM��
ZWLJPHSPaLK�JHTLYH��
PUZ[HSSH[PVU�VU�KL]PJLZ"�
TH`�YLX\PYL�\ZLYZ�[V�WH`�
HKKP[PVUHS�MLLZ�HUK�TH`�
YHPZL�ZVTL�WYP]HJ`��
JVUJLYUZ�V]LY�[OL��
Z[VYHNL�VM�MHJPHS�PTHNLZ��
PU�KH[HIHZLZ���

>OLU�\ZLK�PU�JVUQ\UJ�
[PVU�^P[O�H\[OVYPaH[PVU�
WYV[VJVS�HUK�V[OLY�MYH\K�
WYL]LU[PVU�[VVSZ�Z\JO�HZ�
�+�:LJ\YL�HUK�KL]PJL�
ÄUNLYWYPU[PUN��MHJPHS�
YLJVNUP[PVU�JHU�HKK�H�
SH`LY�VM�WYV[LJ[PVU�HUK�
]LYPÄJH[PVU�

-YH\KZ[LYZ�HYL�HISL�[V��
\ZL�Z[VSLU�JHYK�PUMVYTH[PVU�
[V�THRL�VUSPUL�W\YJOHZLZ�
^OLYL�VUS`�JHYK�PUMVYTH[PVU�
PZ�YLX\PYLK�MVY��
H\[OLU[PJH[PVU�

=VPJL�=LYPÄJH[PVU!�=VPJL�
YLJVNUP[PVU�[LJOUVSVN`�PZ�H�UVU��
PU[Y\ZP]L�^H`�[V�TH[JO�H�WLYZVU»Z�
]VPJL�^P[O�[OLPY�WYL�YLJVYKLK��
[LTWSH[L�[V�]LYPM`�[OLPY�PKLU[P[ �̀

���/LHS[O�HUK�LTV[PVUHS�Z[H[L�
JHU�JH\ZL�]HYPHUJL�PU�H�
WLYZVU»Z�ZWLLJO��JH\ZPUN�
H�TPZTH[JO�IL[^LLU�]VPJL�
[LTWSH[L�HUK�ZHTWSL��
Z\ITP[[LK�MVY�]LYPÄJH[PVU���

>OLU�\ZLK�PU�JVUQ\UJ�
[PVU�^P[O�H\[OVYPaH[PVU�
WYV[VJVS�HUK�V[OLY�MYH\K�
WYL]LU[PVU�[VVSZ�Z\JO�HZ�
�+�:LJ\YL�HUK�KPNP[HS�
ÄUNLYWYPU[PUN��MHJPHS�
YLJVNUP[PVU�JHU�HKK�H�
SH`LY�VM�WYV[LJ[PVU�HUK�
]LYPÄJH[PVU�

;OLYL�HYL�H�SV[�VM�NVVK�[VVSZ�H[�TLYJOHU[Z»�KPZWVZHS�ZV�JOVVZL�^PZLS`�HUK�J\Z[VTPaL�`V\Y�Z[YH[LN`�[V�LTWSV`�[OL�YPNO[�[VVSZ�

H[�[OL�YPNO[�SL]LS�MVY�[OL�YPNO[�ZP[\H[PVU��

https://blogs.cisco.com/security/the_3d_secure_protocol_implementation_flaws_and_possible_resolutions/
http://www.parl.gc.ca/content/lop/researchpublications/06-30-e.htm
http://www.parl.gc.ca/content/lop/researchpublications/06-30-e.htm
http://www.globalsecurity.org/security/systems/biometrics-voice.htm
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PU[V�[OL�LU[PYL�[YHUZHJ[PVU�SPMLJ`JSL��

(�WYL�ZHSL�HUK�WVZ[�ZHSL�]PL^�HSLY[Z�TLYJOHU[Z�VM�SPRLS`�MYH\K�PUJPKLU[Z�ILMVYL�[OL`�VJJ\Y��HSSV^PUN�TLYJOHU[Z�[V�WYL]LU[��

[OL�JOHYNLIHJR�HUK�HKKYLZZ�[OL�PZZ\L��*VTWHUPLZ�T\Z[�JVUZ[HU[S`�^LPNO�[OL�[YHKLVMMZ�IL[^LLU�MYH\K�SVZZ��J\Z[VTLY��

L_WLYPLUJL��HUK�JVZ[��PU�ÄUL�[\UPUN�[OLPY�VWLYH[PVUZ�[V�WYV[LJ[�HNHPUZ[�[OL�SH[LZ[�MYH\K�H[[HJRZ��/H]PUN�IHZLSPULZ�[V�TLHZ\YL�

HNHPUZ[�HUK�H�MYHTL^VYR�I`�^OPJO�[V�HKKYLZZ�[OLZL�[YHKLVMMZ�JHU�Z[YLHTSPUL�[OL�MYH\K�THUHNLTLU[�WYVJLZZ��
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4HU\HS�9L]PL^�9H[L��H]N�������

6YKLY�9LQLJ[�9H[L��H]N��������

-YH\K�9H[L���I`�6YKLY��H]N��������

-YH\K�9H[L���I`�9L]LU\L��H]N��������

)\ZPULZZLZ�JHU�L_LJ\[L�TVYL�LMÄJPLU[�HUK�LMMLJ[P]L�VYKLY�ZJYLLUPUN�I`�\ZPUN�HU�H\[VTH[LK�Z`Z[LT�[V�OHUKSL�H�THQVYP[`��

VM�[OL�KLJPZPVUZ�HUK�\ZPUN�H�YL]PL^�[LHT�VUS`�MVY�PU]LZ[PNH[PVU�VM�[OL�TVZ[�Z\ZWPJPV\Z�VYKLYZ��4HU\HS�YL]PL^�VM�VYKLYZ�[V�

YLZLHYJO�HUK�HJJLW[�VY�YLQLJ[�Z\ZWPJPV\Z�VYKLYZ�JHU�YHUNL�MYVT���[V����TPU\[LZ�WLY�VYKLY����:PUJL�YL]PL^�[LHTZ�HYL�\Z\HSS`�

[OL�SHYNLZ[�JVZ[�PU�H�I\ZPULZZ»�MYH\K�THUHNLTLU[�I\KNL[� ��H\[VTH[PUN�[OL�THQVYP[`�VM�KLJPZPVUZ�HUK�Z[YLHTSPUPUN�[OL�THU\HS�

YL]PL^�WYVJLZZ�JHU�OH]L�Z\IZ[HU[PHS�JVZ[�ZH]PUNZ�PTWSPJH[PVUZ��

;YHKLVMMZ�L_PZ[�IL[^LLU�MYH\K�SVZZLZ��IV[O�MYH\K�YH[LZ�HUK�YL]LU\L�SVZ[�MYVT�NVVK�ZHSLZ�[OH[�^LYL�YLQLJ[LK���J\Z[VTLY�L_WLYPLUJL�HUK�JVZ[���

-YH\K�WYL]LU[PVU�PZ�H�IHSHUJPUN�HJ[�[OH[�T\Z[�JVUZ[HU[S`�IL�ÄUL�[\ULK���

http://images.demand.cybersource.com/Web/CyberSource/CyberSource_2013_Online_Fraud_Report.pdf?utm_campaign=Fraud%20Report%202013%20-%20Form%20auto-reply&utm_medium=email&utm_source=Eloqua
http://images.demand.cybersource.com/Web/CyberSource/CyberSource_2013_Online_Fraud_Report.pdf?utm_campaign=Fraud%20Report%202013%20-%20Form%20auto-reply&utm_medium=email&utm_source=Eloqua
https://www.jpmorgan.com/cm/BlobServer/13th_Annual_2012_Online_Fraud_Report.pdf?blobkey=id&blobwhere=1320571432216&blobheader=application/pdf&blobheadername1=Cache-Control&blobheadervalue1=private&blobcol=urldata&blobtable=MungoBlobs
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� ���6YKLY�KPZWVZP[PVUPUN�YL]PL^�[PTLZ
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4LYJOHU[Z�ZOV\SK�\ZL�OPZ[VYPJHS�KH[H�[V�ZL[�H�IHZLSPUL�MVY�JVTWHYPZVU�

TV]PUN�MVY^HYK���

([�[OL�LUK�VM�[OL�KH �̀�TLYJOHU[Z�T\Z[�IL�TPUKM\S�VM�[OL�I\ZPULZZ�PTWHJ[Z�[OH[�MYH\K�WYL]LU[PVU�ZVS\[PVUZ�OH]L�VU�[OLPY�I\ZP�

ULZZ��>OLU�TLYJOHU[Z�YLHJ[�[V�MYH\K�WYLKPJ[PVUZ�YH[OLY�[OHU�WYVHJ[P]LS`�[HRPUN�PU[V�HJJV\U[�[OL�\UPX\L�HUK�WHY[PJ\SHY�YPZR�

ULLKZ�VM�[OLPY�I\ZPULZZ��[OL`�VM[LU�LUK�\W�^P[O�H�MYH\K�Z[YH[LN`�[OH[�MHY�V]LYYLHJOLZ�^OH[�[OL`�YLHSS`�ULLK��0TWSLTLU[PUN�HU�

HNPSL�MYH\K�WYL]LU[PVU�ZVS\[PVU�TLHUZ�P[�^PSS�IL�JVU[PU\HSS`�YLÄULK�V]LY�TVU[OZ�HUK�`LHYZ��6UJL�IHZLSPULZ�HYL�LZ[HISPZOLK��

ÄUL�[\UPUN�^PSS�IL�H�JVUZ[HU[�HUK�TLYJOHU[Z�ZOV\SK�IL�HISL�[V�LHZPS`�TLYNL�UL^�[LJOUVSVNPLZ�^P[O�L_PZ[PUN�VULZ�[V�H\NTLU[�

HUK�[HPSVY�VU�[OL�Å �̀�<UMVY[\UH[LS �̀�HZ�^L�^PSS�KPZJ\ZZ��H\[VTH[PUN�HUK�ÄUL�[\UPUN�[OVZL�WYVJLZZLZ�[V�N\HYK�HNHPUZ[�X\PJRS`�

LTLYNPUN�UL^�[OYLH[Z�PZ�L_WLUZP]L��[PTL�JVUZ\TPUN��HUK�H�KPMÄJ\S[�MLH[�[V�W\SS�VMM�HSVUL�
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TVKLSZ�VU�[OL�Å`�IHZLK�VU�IHJR�LUK�HUHS`[PJZ�HUK�MLLKIHJR�SVVWZ��

4HPU[HPUPUN�WHJL�^P[O�YHWPKS`�L]VS]PUN�MYH\K�JHU�IL�KPMÄJ\S[�¶�TLYJOHU[Z�[OH[�HJJLW[�VUSPUL�WH`TLU[Z�ZHPK�����VM��

MYH\K\SLU[�[YHUZHJ[PVUZ�JHTL�MYVT�[OL�VUSPUL�JOHUULS�PU�������JVTWHYLK�[V�����PU���������(Z�Z\JO��TLYJOHU[Z�T\Z[�

ÄUK�^H`Z�[V�ZWLLK�\W�[OL�PTWSLTLU[H[PVU�VY�HKQ\Z[TLU[�VM�UL^�MYH\K�Y\SLZ�HUK�V[OLY�VWLYH[PVUHS�JOHUNLZ�ULJLZZHY`�[V�

PTWYV]L�TP[PNH[PVU���

http://www.lexisnexis.com/risk/downloads/assets/true-cost-fraud-2013.pdf


·� �·

0U[LNYH[PVU�[YHWZ�OPUKLY�HNPSL�ÄUL�[\UPUN�HUK�HYL�L_WLUZP]L

6UL�VM�[OL�IPNNLZ[�WP[MHSSZ�MVY�TLYJOHU[Z�PZ�UV[�\[PSPaPUN�YLHS�[PTL�HUHS`[PJZ�[V�HKQ\Z[�HUK�[VNNSL�[OLPY�MYH\K�WYL]LU[PVU�[VVSZ��
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